AIRBUS

RADAR CONSTELLATION IMAGERY SERVICES

DEFENCE AND SPACE

PRIVACY POLICY

INTRODUCTION

Airbus Defence and Space GmbH (also known as, “Airbus”, or “we”
or “us”) appreciate your interest in our products, services and
business lines. Your privacy is important to us and we want you to
feel comfortable using our Radar Constellation Imagery Services.

Airbus is committed to protecting the rights of individuals in line with
the General Data Protection Regulation (reference EU2016/679)
of the European Parliament and of the Council of 27 April 2016 on
the protection of natural persons with regard to the processing of
Personal Data and on the free movement of such data (hereinafter
referred as : “GDPR”) as well as each applicable national Personal
Data protection laws and regulations (collectively referred as “Data
Protection Laws and Regulations”). The protection of your privacy
and Personal Data is an important concern to which we pay special
attention throughout our processes.

However, the Radar Constellation Imagery Services might include
links to other websites or applications which are not necessarily
covered by this Privacy Notice. In this event, we encourage you to
carefully read the privacy policies of such websites.

This Privacy Notice will inform you of the Personal Data we collect
when you access/use our Radar Constellation Imagery Services;
how we use and disclose your Personal Data; how you can control
the use and disclosure of your Personal Data; and how we protect
your Personal Data.

WHAT PERSONAL INFORMATION DO WE PROCESS?

To provide Radar Constellation Imagery Services we collect and
process exclusively business relevant Personal Data. Personal Data
we collect and process under this Privacy Notice are as follows:

o |dentification data: First name, surname

e Professional data: Company name, business phone number,
email address, company address

e |T data/Digital activity data: IP address, Logs, Messages sent,
Shape file upload, Area of interest, Search parameters, Type of
request, Domain, Personal data to identify users

e Account information: Authentication information, Login,
Password

e Payment Data: Data necessary to process the payment in case
of purchases

HOW DO WE COLLECT PERSONAL DATA?

Airbus may collect these Personal Data directly from you through
your registrations on our OneAtlas platform and/or OneAtlas Radar
Tasking & Archive portal or through our Customer Service Team.
Airbus automatically receives certain information submitted by your
browser when you visit, use, or navigate on our OneAtlas Radar
Tasking & Archive portal. This information does not reveal your
specific identity (like your name or contact information) but may
include device and usage information, such as your IP address,
browser and device characteristics, operating system, language
preferences, referring URLs, device name, country, location
(imprecise).

The information we collect through cookies is limited to a technically
necessary session cookie. This information is needed to maintain
the security and operation of our Services

| Cookie | Cookies used | Lifespan |
[ TSxxxxxxxxxx | First Party [ Session |

DO WE PROCESS ANY SENSITIVE PERSONAL DATA?
Airbus does not collect and process sensitive personal information.

HOW DO WE PROCESS DATA?

We process your information to provide and administer our Services,

communicate with you, for security and fraud prevention, and to

comply with law. We process your information only when we have a

valid legal reason to do so.

e To facilitate account creation and authentication and to
manage user accounts: We may process your information so
you can create and log in to your account, as well as keep your
account in working order.

e To respond to user inquiries/offer support to users: We may
process your information to respond to your inquiries and solve
any potential issues you might have with the requested service.

e To fulfill and manage your orders: We may process your
information to fulfill and manage your orders, payments, returns,
and exchanges made through the Services.

® To protect our Services: We may process your information as
part of our efforts to keep our Services safe and secure, including
fraud monitoring and prevention.

WHAT IS THE LEGAL BASIS FOR PROCESSING DATA?

The General Data Protection Regulation (GDPR) requires us to
explain the valid legal bases we rely on in order to process your
personal information.

® Consent: We may process your information if you have given us
permission (i.e., consent) to use your personal information for a
specific purpose. You can withdraw your consent at any time.

e Performance of a Contract: We may process your personal
information when it is necessary to fulfil contractual obligations to
you, including providing our Services or at your request prior to
entering into a contract with you.

® Legal Obligations: We may process your information where we
believe it is necessary for compliance with our legal obligations,
such as the German Satellite Data Security Act (SatDSiG), to
cooperate with a law enforcement body or regulatory agency,
exercise or defend our legal rights, or disclose your information
as evidence in litigation in which we are involved.

WHEN AND WITH WHOM DO WE SHARE PERSONAL DATA?

Airbus may share information in specific situations on a need to
know basis with the following parties, who perform services forus or
on our behalf and require access to such information to perform their
work. We have contracts in place with all parties, which are designed
to safeguard your personal data.

Airbus and its affiliates

Airbus business partner Hisdesat

Federal Office for Economic Affairs and Export Control (BAFA)
Third-party business software providers

As part of the fulfilment of its legal obligations arising from the Satellite Data
Security Act (SatDSiG) Airbus is obliged to grant this supervisory authority
access to informationas partof its examination powers

IS YOUR INFORMATION TRANSFERRED INTERNATIONALLY?
Our servers are located in Germany. Please be aware that your
information may be transferred to, stored, and processed by us in
our facilities and by those parties with whom we may share your
personal information. These are the Airbus affiliate in France and our
business Partner Hisdesat in Spain.

HOW LONG WILL YOUR PERSONAL DATA BE STORED?

We will only keep your personal information for as long as it is
necessary for the purposes set out in this privacy notice, unless a
longer retention period is required or permitted by law (such as tax,
accounting, or other legal requirements).

When we have no ongoing legitimate business need to process your
personal information, we will either delete or anonymize such
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information. Depending on the Services provided to you, we may be
required to hold certain data for tax reasons fora period of 10 years.

HOW DO WE KEEP YOUR INFORMATION SAFE?

We have implemented appropriate and reasonable technical and
organizational security measures designed to protect the security of
any personal information we process.

WHAT ARE YOUR PRIVACY RIGHTS?

Under some circumstances provided by law, you may at any time
exercise your data protection rights as listed below:

® Right to access/obtain a report detailing the information held
about you: You have the right to obtain confirmation as to
whether or not your Personal Data is being processed by Airbus
and if so, what specific personal data is being processed.

e Right to correct Personal Data: You have the right to rectify or
request to have rectified any inaccurate Personal Data
concerning you.

® Right to be forgotten: In some cases, for instance, when the
Personal Data is no longer necessary in relation to the Purposes
for which they were collected, you have the right for your
Personal Data to be erased.

e Right to data portability: You have the right to receive the
Personal Data concerning you in a structured, commonly used
and machine-readable format and/or transmit those Personal
Data to another data controller.

® Right to object: In some cases required by law, you may ask us
to stop processing your Personal Data.

® Right to withdraw consent: You may at any time withdraw such
consent by contacting us at the contact details in section HOW
CAN YOU CONTACT US ABOUT THIS NOTICE? However,
please note that this will not affect the lawfulness of the
processing before its withdrawal, nor when applicable law allows,
will it affect the processing of your personal information
conducted in reliance on lawful processing grounds other than
consent.

® Right to terminate your account: You may at any time
terminate your account. Upon your request to terminate your
account, we will deactivate or delete your account and
information from our active databases. However, we may retain
some information in our files to prevent fraud, assist with any
investigations, enforce our legal terms and/or comply with
applicable legal requirements.

HOW CAN YOU CONTACT US ABOUT THIS NOTICE?

If you have questions or comments about this notice or should you
have any questions regarding the processing of your Personal Data
or if you want to exercise your rights please contact in the first
instance our Customer Service Team:

intelligence-customer-service-germany @airbus.com
If you are unhappy with the way data are collected / processed in the
frame of this policy or the information provided by the first instance
please contact the Airbus Data Protection Officer who is available at
the following email address

dataprotection@airbus.com

or you can write to the address below:
Airbus SAS, Head of Data Protection,
2 rond-point Emile Dewoitine
31700 Blagnac cedex
France
In case of doubt of your identity, we may ask you to justify it by
enclosing a copy of any identity document.

HOW TO ASK FOR ASSISTANCE AT AUTHORITIES?

If you remain unsatisfied, then you have the right to apply directly to
a Data Protection Supervisory Authority. Listed below are the three
main European countries where Airbus operates and the relevant
Supervisory Authority.

GERMANY: Each German federal state has its own Data Protection
Authority. Baden-Wirttemberg is the relevant authority for the Airbus
site in Friedrichshafen.

https://iwww.bfdi.bund.de/SharedDocs/Adressen/EN/L fD/BadenWuerttemberg.
html

FRANCE: CNIL - Supervisory Authority France
https://www.cnil.fr/en/home

SPAIN: AEPD - Supervisory Authority Spain
https://www.aepd.es/es

DO WE MAKE UPDATES TO THIS NOTICE?

Airbus may update this privacy notice from time to time in order to
reflect changes in our practices and services and also to remain
compliant to Data Protection Laws and Regulations. The updated
version will be indicated by an updated “Revised” date and the
updated version will be effective as soon as it is accessible.

You are advised to review this Privacy Policy periodically for any
changes.

You can request the latest version of this privacy notice
e  fromour Customer Service Team
intelligence-customer-service-germany @airbus.com

e  OneAtlas Radar Tasking & Archive users can access it under
the following link:
https:/radar.oneatlas.airbus.com/(main:about/legal

CONSENT

With my signature | confirm that | have read and accepted this
Privacy Policy

NAME:

COMPANY:

DATE SIGNATURE
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